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Before we get started…  



SO…  
 
How many of you in the room 
can relate to the video? 



Disclaimers… 

■ The views and opinions expressed in this presentation are those of 

the presenter and do not reflect the official policy or position of any 

corporation or agency of the U.S. government. Examples of analysis 

performed and/or findings within this presentation are only examples. 

They should not be utilized in real-world analysis or investigative 

product as they are based only on very limited and dated open source 

information. 

■ Assumptions made within the analysis are not reflective of the 

position of any corporation or U.S. government entity. 

■ Contents were available in an open source environment and are not 

part of any active investigations. 



The WHY? 



The Market’s Defined… 

■ Grey Market – When products are being sold 

outside of the rightful owners control. It does 

not necessarily mean illegal sales of products, 

but profits may be being reaped that don’t 

benefit the owner. 

■ Black Market – The illegal traffic or trade in 

officially controlled or scarce commodities. 



The Market Landscape…  

■ It’s Simple Right?  

– Traditional Retail 

– Traditional eCommerce Outlets 

– The Rise of Omnichannel 

– The New Frontier  

■ Contextual Commerce 

■ What’s Next? 

– Grey & Black Markets 



The More Traditional… 



The Numbers… 

• Over 400 US Based Sites 

– Over 700 Sites in 
more than 70 
countries… 

• 50 Billion page views per 
month. 

• 60 Million users per 
month (USA) 

• Over 80 million 
classified ads each 
month (including 
reposts and 
renewals) 

■ 2.63 Million ads per 
day… 

• $82 Billion Gross Volume 

Sold 

• 800 Million Items Listed 

• 80% Goods Sold = NEW 

• $65.6 Billion 

• 162 Million Users 

• 25 Million Sellers 

• 250 Million + Daily Searches 

• 11 Million Hourly Searches 

• Net Sales = $107B 

• 304 Million Users 

• 2 Million Unique Merchants 

• 192.7M Unique Visitors per 

Month 

 



Our Challenge? 

eCommerce, Omnichannel, 

Social Media and all of the other 

selling channels out there are 

not some fad and these 

environments are growing 

exponentially every day.  

These environments are bigger 

than Facebook, YouTube, Twitter, 

and Pinterest. 



Contextual Commerce…  

■ Once the potentially game-changing idea 

that merchants could seamlessly 

implement purchase opportunities into 

everyday activities and natural 

environments. 

■ No longer a potential game changer, it’s 

here and finding great success! 



What is it? 

■ It’s the concept behind the buy buttons 

you’ve seen rolling out on platforms like 

Instagram, Pinterest and Facebook. 



Contextual Commerce… 



The New Frontier… 

■ The rise of the “Second-Hand Apps”. 

– Similar in some ways to  Instagram, the 

first thing you get to see are the ads that 

are closest to your location. 

– Allow you to engage in a conversation 

with the seller, sending a message and 

you can give feedback to a seller when 

you complete a transaction.  



Who Are They? 



The WHY? 

■ Consumers are increasingly looking to buy 

and sell products in their vicinity using 

their smartphones instead of hundreds of 

miles away. 

■ These apps are becoming popular to 

those looking to unload product obtained 

through theft activities. 



Beyond The Known Competition… 

■ Organized Retail Crime = $44 Billion 

■ Cargo Theft = $30 Billion 

■ Counterfeit Goods = $1.7 Trillion (Global Estimate) 

■ Piracy = $1.5 Trillion (Global Estimate) 

■ Property Crime = $16 Billion (Estimated) 

■ Dark Web = $1.2 Billion (Estimated) 



THE INVESTIGATIVE 
PROCESS 

the cumbersome and frustrating… 



Where do we begin? 







The Pros & Cons… 
■ Geographic capabilities; 

– Zip Code Radius Search 

– Regional, State & City Search 

■ Some provide access to ebay, Craigslist and Amazon 

listings… 

■ Limited to only listings that are active… 

■ RSS Feeds can be blocked, return duplicates and 

some bad data.  

■ Additional challenges exist… 



Other Available Solutions… 
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Warning… 

■ Don’t Try This At Home!  

■ What’s Your Disposition? 

– Once You’ve Seen It, You Can’t Un-See It! 

■ It’s one thing to be curious, it’s another to go 

to jail… 



SOME BACKGROUND 
FIRST… 

BUILDING YOUR KNOWLEDGE BASE 



My Why… 





The History… 

■ October 1969 – First “eMail” sent between computers on ARPANET. 

■ 1990’s – Internet goes mainstream and the explosion of the Darknet occurs. 

■ March 2000 - Software developer Ian Clarke releases Freenet, revolutionary 
software that offers anonymous passage into the darkest reaches of the web. 

■ September 2002 - Researchers at the U.S. Naval Research Laboratory release an 
early version of Tor ("The Onion Router"), which conceals the location and IP address 
of users. 

■ January 2005 - Wired magazine estimates that the "media darknet distributes more 
than half a million movies every day.” 

■ January 2009 - A man calling himself Satoshi Nakamoto "mines" the first Bitcoin, a 
form of untraceable cryptocurrency. 

■ 2010 - The cybersecurity and intelligence firm, Procysive, estimates that the darknet 
is home to "more than 50,000 extremist websites and more than 300 terrorist 
forums." The illicit sale of pirated digital content, it reports, "serves as a source of 
financing for [terrorist] operations." 



Deep Web vs. Dark Web 

■ "Deep web" is distinct from "dark web". The "dark 

web" is the encrypted network that exists between 

Tor servers and their clients, whereas the "deep 

web" is simply the content of databases and other 

web services that for one reason or another cannot 

be indexed by conventional search engines. 



What is the Deep Web? 

■ The Internet.  

■ The deep web consists of web pages that aren't 

indexed by search engines and are inaccessible to 

web crawlers. Your online bank account page, for 

example, is part of the deep web. TOR hidden 

service sites (.onion sites) are only a tiny part of the 

deep web. 



What is the Dark Web? 

■ The Dark Web is a collection of thousands of websites that use 
anonymity tools like Tor and I2P to hide their IP address. A small 
niche area of the “Deep Web“, a catch-all term for a computer 
network with restricted access that is not discoverable by the 
major search engines.  

■ While it's most famously been used for black market drug sales 
and even child pornography, the Dark Web also enables 
anonymous whistleblowing and protects users from surveillance 
and censorship. 



A Great Analogy… 

■ You know when your garbage disposal is 

stuck and you need to reach your hand in, 

but you’re afraid there’s something really 

disgusting in there? That’s the Dark Web! 



Think of it as an Iceberg… 



Some Perspective… 



Dark Web Insights… 

■ Comprised of Approximately 30,000 Websites 

– Most are in English & Contain Illegal Activities 

■ Protected by Encryption & Hidden from Normal Browsers 

■ Sites are hosted on Temporary and C2 Servers 



Sites are Unpredictable… 
Here Today, Gone Tomorrow… 
 



The Why? 

■ Quite simply… Anonymity! 

 



So… What’s Out There? 

Sale of Illegal Drugs 

Sale of Unlicensed Firearms 

Pornography 

Malware, Pirated Software & Hacking Guides 

Credit Card & User Accounts 

Forged Doc’s & Currency 

Hitman & Mercenary's Gambling 

Money Laundering 

Insider Trading 

Intellectual Property 

Stored Value Card Accounts Other Services 

Misc Information 

Hacker Services 



The Dark Net’s Role… 



Data Breaches 



Personally Identifiable Information (PII) 



Experiment… What’s Your PII? 

■ Your identity isn’t just a password here or a number there, 

but an entire picture of the identity relationships you’ve 

created. 

■ By category, note every relationship you have with organizations that 

keep personally identifying information about you.  

– Don’t stop with common slices of PII like employers, schools, 

doctors, creditors, banks, and email providers. Your identity lives 

in less obvious places, too – your Zappos.com, Facebook, and 

eBay accounts; frequent flier programs; homeowners 

associations; churches; volunteer organizations; hobby clubs; 

even with household helpers and, yes, libraries. 

■ Separate the slices… Identity takeover happens when 

thieves breach one area and find their way into others. 



The Internet of Things… 



Default Password Exploit 



Supply Chain 



Anonymous & Other Covert Groups… 



Terrorist & Criminal Organizations 

COEXISTENCE 

COOPERATION 

CONVERGENCE 



Terrorist Organizations – Crime Nexus 



Intellectual Property 

MUSIC 

MOVIES 

SOFTWARE 

COUNTERFEIT PRODUCT 

WORK PRODUCT 

CUSTOMER INFO 

FASHION BRANDS 

FASHION DESIGNS 

STORE DESIGN 

STRATEGIC PLANS BRAND STRATEGY 



Credit Card Accounts? 



Identity 



Need an Untraceable Firearm?  



Illicit Drugs? 



Prescription Drugs? 



How About a Hitman? 



Other Services? 



Counterfeit Goods 



Organized Crime Syndicates… 



Professional Thieves & Hackers  
For Hire… 



Various Lists & Search Engines… 



Services… 



Marketplace… 



Politics'… Conspiracy… Blogs… 



SO WHAT NOW?  
YOUR PLACE IN THE INVESTIGATIVE PROCESS… 



Before You Start… 
What you need to think about… 

■ Making the One Important Decision… 

■ Explaining the Need and Why 

■ Who’s in the know?  

■ Equipment & Resource Needs 

■ Your Identity & Protecting Yourself 



The Most Important Decision… 

■ Whether to Manage Internally or Externally… 

– Capabilities 

■ Knowledge & Experience 

– Resources 

– Time 



Who’s in the Know? 

■ C-Suite 

■ General Counsel 

■ Human Resources 

■ CIO/CISO 

■ Information Security Vendors 

■ Law Enforcement 



Explaining the Need & Why? 
 
■ Concern Suspected or Identified 

■ Impact to the Company 

– Financial Implications 

– Brand | Reputation Implications 

■ Objective & Expectations 

■ Schedule Follow Up & Status 

■ Final Report 



The Do Not’s… 

■ Never use the same OS install for anonymous browsing that 

you use for regular browsing. 

■ Never use the same user id even on a different OS install. 

■ Always use the browser selected (Tor|I2P) from that other 

system, never from your main system. 

■ Avoid using the same LAN when you use the browser 

selected.  



Equipment & Resources 

■ A Clean Computer 

■ Communication Solution 

■ Currency 

■ Identity 

■ Dead Drop 

■ Access Software  

■ Anonymity Software 

■ Stylometry Software 



Number One Rule… 

■ One alias, One device.  

■ Using alter egos on different machines 

contaminates the identities, creating 

indelible links that can be ultimately used 

to connect you to your alias. 

 

 



Clean Computer 

■ Your identity is now part of your smartphone, laptop, PC, 

etc… Clues and building blocks of your identity are all over 

your hard drive. And that data leaks like a faucet to nearly 

every website you visit.  

 



Communication Solutions 

■ Secure email solution include Enigmabox or Inventati,. Also, 

register for a Gmail account using a secure Tor connection.  

■ For encrypted messages use Pretty Good Privacy (PGP).  

– PGP messages are a red flag to orgs such as the NSA. 

■ Disposable Email Addresses and Anonymous Email Sending 

– Disposable email address services hide your real email 

address and keep the spam out by giving you a 

temporary email address that forwards to your real one.  

■ Some solutions available include, Spamgourmet and 

Trashmail. 



Currency 
■ The key issue of currency… Cash is the only medium when it 

comes to untraceable transactions, but now we have Bitcoin, 

which has a wide range of uses. 

■ To anonymously buy bitcoins use sites similar to 

LocalBitcoins.com 

– Large transactions on Local Bitcoins have been targeted by 

police, resulting in some of the first-ever Bitcoin money 

laundering prosecutions. 

– To avoid unwanted attention, keep individual transactions 

below $500 worth of Bitcoin.  

– This is about setting up an identity, after all—not a business. 



Identity 

■ Fake Name Generator 

– Anonymity is difficult with all the identity requirements 

of websites.  

– Make up fake information yourself or use Fake Name 

Generator to create a realistic fake ID that'll fool web 

forms. 



Dead Drop 

■ The usual Dark Net purchase is sent via regular 

post. You want to negotiate with the  vendor to 

secure a “dead drop” in another location. 

■ A dead drop is when the sender leaves the 

merchandise in a hidden location—an abandoned 

home, a hidden tree, or even buried like treasure—so 

that the seller and buyer never meet. 



Anonymity Software  

■ Anonymity  

– Use a proxy server and/or a virtual private network connection so 

you can appear to be someone and somewhere else. 

– Tor software anonymizes online sessions, routing web requests 

through multiple tunnels, preventing sites from knowing who or 

where you are.  

– Other options include establishing your own secure, encrypted 

system using solutions like Hamachi and Privoxy, which allows you 

to tunnel traffic using your own home computer. 



Stylometry Software  

■ Stylometry is the act of essentially “fingerprinting” writing styles. 

– Even anonymous writing can be correlated to a single individual based on 
previous documents they had written.  

■ Avoid being stylometrically tracked! 

– Utilize a document anonymization tool and obfuscate your “writeprint”.  

– This will help to differentiate you from your “new” identity. 

■ Anonymouth is one example of a anti-stylometry software.  

– The solution looks at common attributes that are tracked by these programs, 
such as vocabulary, sentence structure, paragraph layout, etc. and then tries to 
substitute out what it can while still retaining the context of the message. 



Your Online Identity or Persona 

■ When it comes to constructing a new human being, there are many 

options on the table. 

– Fake Name Generator can instantly offer the building blocks of 

that new identity, providing you with randomly generated names 

and personal info.  

■ When building out your identity you’ll want to ensure your identity has 

a name, phone number, email address, birthday, credit card, social 

security number, school and work history, car, blood type, and even a 

favorite color.  

■ You’ll need to mask a lot more than your name and address to hide 

your identity, however. 



Protect Yourself 

■ Security and Anonymity are Paramount 

– Create a Separate Identity All Together 

– Your ISP and the Government Know You Are 

There! 

– Just using Tor is Sufficient Probable Cause! 

– Employ Another Layer of Security via VPN! 

 



So, who’s ready to hop 
on the Dark Web? 



Questions?  
 

■ Thank You 
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